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. EXECUTIVE SUMMARY

Online privacy and behavioral profiling are of growing concern among both consumers and government
officials. In this report, we examine both the data handling practices of popular websites and the concerns

of consumers in an effort to identify problematic practices. We conclude by offering potential solutions to
realign privacy practi oes with consumersdé expect at

The data for this report were pulled from six domains, three regarding actual website practices and three
regarding user expectations. We analyzed the policies of the 50 most visited websites to better
understand disclosures about the types of data collected about users, how that information is used, and
with whom it is shared. We also looked at specific practices such as sharing information with affiliates
and third-party tracking. To understand user concerns and knowledge of data collection we looked at
surveys and polls conducted by previous privacy researchers. We looked at records of complaints and
inquiries filed with privacy watchdog organizations such as the Privacy Rights Clearinghouse (PRC), The
California Office of Privacy Protection (COPP), and TRUSTe. Through several Freedom of Information
Act requests, we also received records of complaints directly from the Federal Trade Commission (FTC).
Finally, to gain some insight into what aspects of data collection users are being made aware of, we
looked at news articles from three major newspapers for topics related to Internet privacy.

Our analysis of web bugs revealed that they are ubiquitous on the web;
this is troubling because users are less likely to know of web bugs, and
effective controls for this tracking technology are lacking. All of the top 50
websites contained at least one web bug at some point in a one month
time period. Some had as many as 100. Of greater note was the depth of
coverage that some tracking companies have. Several of the tracking
companies had a web bug on the majority of the top 100 sites. Google in
particular had extensive coverage. It had a web bug on 92 of the top 100
sites, and on 88% of the total domains reported in the data set of almost
400,000 unigue domains.

Combined coverage of Google
Our survey of privacy policies revealed that most of the top 50 websites trackers, March 2009. 348,059
collect information about users and use it for customized advertising. out 02333'829 unique domains
reported.

Beyond that, however, most contained unclear statements (or lacked any
statement) about data retention, purchase of data about users from other sources, or the fate of user data
in the event of a company merger or bankruptcy.

Sharing of information presents particular problems. While most policies stated that information would

not be shared with third parties, many of these sites allowed third-party tracking through web bugs. We

believe that this practice contravenes usersod expectat
information sharing, but allow functionally equivalent tracking with third parties.

Most policies also stated that information could be shared with affiliates. Thus, we requested lists of
affiliates with whom data are shared from website operators, but received none. To get a general
impression of the number of companies each website in the top 50 could potentially share data with under
their current privacy policies, we looked up the parent company of each website and the list of
subsidiaries those companies own. The average number of subsidiaries was 297, with a median of 93.
This is a second key disconnect between user expectations and website practices. Users do not know
and cannot learn the full range of affiliates with which websites may share information.



From the previous surveys and polls we found several consistent conclusions: 1) users are concerned
about websites collecting information about them and using it for behavioral advertising, 2) users desire
control over the collection and use of information about them, and 3) users lack knowledge and
understanding about data collection practices and policies.

The survey results were reflected in our analysis of consumer

Free Text C lai C . - . .
SIS Y e complaints. Qualitative analysis of the complaints suggested

Total Complaints

o 50 100 150 200 250 300 that users were mostly concerned with a lack of control over
user control : ' data collection and public display of personal information.
s:f::j,:l,: Indeed, nearly 40% of the complaints in the data set from the
aggregation FTC were concerned with opt-out control. Data from the FTC,
g PRC and COPP all contained a significant number of

fraud complaints about data broker portals, particularly ZabaSearch,
S a free search engine that provides data from public records.
excessive info Data from TRUSTe showed growing concern with

unauthorized use of personal data, particularly to set up public
Categorization of sample of complaints about profiles on websites. While the FTC has framed online privacy
Internet privacy made to the FTC and PRC, i ssues in ter ms of A h afrocmsoﬁ consumer
2004-2008. . .

lack of control over personal information.

Analysis of news articles suggests that users are made aware of behavioral profiling and other data
collection topics in general. However, discussion of some practices was non-existent. Almost no mention
was made of the practice of sharing data with affiliates or of the use of web bugs.

Finally, even the act of complaining about privacy is frustrated by a lack of clarity. Consumers do not
know where to complain, in part because privacy policies do not provide clear information about
remedies.

Based on our findings we recommend that website operators and third-party trackers disclose to users all
the information that has been collected about them and with whom it has been shared.

Given the size of affiliate networks, we recommend that users be allowed to choose whether or not
websites can share information about them with corporate affiliates.

Given the invisible nature of third-party tracking, we recommend that browser developers provide
functionality that makes users aware of web bugs.

We recommend that al/l privacy policies include a |ink

We recommend that website privacy policies be written in a more readable form without contradictory
statements about third-party sharing. Websites that allow third-party tracking cannot fairly state that they
do not share information with third parties.



[I. INTRODUCTION

A. GOAL

In the spring of 2009, U.S. government officials began expressing growing concern about consumer

privacyonthe | nternet . Lawmakers and regul ators are partic
advertising, 0 -basedtechsomgies fo collentinfermatientfor purposes of targeting

advertisements to individual consumers.

Federal Trade Commission (FTC) Chairman Jon Leibowitz expressed disappointment with what he
characterized as t he i ndu-segutate,&w arnoucedithatithe nwdudtrpwase f f ect i v e
near its last chance [Leibowitz, 2009]. Earlier in the year, the FTC had issued revised guidance urging

website operators to tell consumers that data is being collected for behavioral advertising purposes and to

provide a clear and easy-to-use means to opt out [FTC, 2009]. In April, a House subcommittee met to

discuss possible legislation to regulate the practice [Schatz, 2009]. Congressman Rick Boucher is

planning to conduct a joint hearing with the Subcommittee on Commerce, Trade and Consumer

Protection in the early summer to examine online privacy, including behavioral advertising [Boucher,

2009].

The goal of this project was to examine both the data handling practices of popular websites and the
concerns of consumers in an effort to identify practices which may be deceptive or potentially harmful to
user sdé pri vacy rfdinds, offdr potertial solutrons that policymakers should consider
when discussing any new Internet privacy regulations or that website operators could implement to
potentially avert or soften such regulation.

B. DESIGN

In this project we examined the common practices among website operators of collecting, sharing and

analyzing data about their users. We attempted to identify practices which may be deceptive or

potentially har mf uwemake recommandationsgor dhanges iy indastrydpractice or
government regul ations accordingly. We compared indus
identified points of divergence, and developed solutions for them.

To make this comparison we assembled a picture of practices and perceptions through data from several
sources. First, to assess usersb6 perceptions, expecta
surveys of public opinions found in previous research done by various public policy and polling

organizations. Next, we analyzed which practices upset them enough to file complaints with privacy

watchdog organizations such as the FTC, the Privacy Rights Clearinghouse, the California Office of

Privacy Protection, and TRUSTe. Finally, we looked at popular media to get a sense of what is being

discussed in stories about Internet privacy, what users are made aware of, and what they may not know

about.

To get a corresponding understanding of website practices, we conducted our own survey of website

privacy policies, identifying the types of data that sites collect about users, the purposes for which that

data is used, and with whom that data is shared. From this general picture, we narrowed our focus to

specific behaviors. We looked specifically at the use of third-party tracking beacons, which are usually

excluded from the provisions | aid out in a websitebs p
sharing data with dAaffiliates. 0



From these various sources of data we identified points of conflict between the privacy expectations of
Internet users and the actual practices of website operators.

In this report, we first provide background information that describes how Internet companies collect
information about users and a brief summary of current regulations. Then we discuss our methods and
findings with respect to user expectations and website practices.



1. DATA COLLECTION AND BEHAVIORAL PROFILING

A. COLLECTION

|l. TYPICAL WEBSITE TRACKING

When a user visits a website, the server automatically collects certain information about the visitor, such
as IP address, web browser and operating system type, the page visited, the referring page, and the time
of the visit. To keep track of a user while visiting various pages on a website, the operator may install a
fcooki ed on t b elhewsokie iHassimpieatexttiie, usually containing a unique identifying
number. Some cookies are temporary and some may be retained on the hard drive and used for multiple
visits. If the website requires login or registration information, it can correlate personally identifiable
information (PII) with browsing behavior.

| 2. THIRD-PARTY TRACKING

~a) COOKIES

Many websites are advertising supported, and typically, the ad images for these sites are not served

directly from the main website operator. Instead they are pulled from the servers of the advertisers or an
advertisingnetwork. | n t he process, advertisers canSingelthece cooki ec
advertisers place ads on multiple sites, thwmingcookie al
behavior across many websites. Large ad-serving agents, such as DoubleClick or Zedo, span significant

portions of the World Wide Web and thereby acquire extensive behavioral data.

Another type of third-party tracking is completely invisible to users. Web Bugs enable third parties that do
not even serve ads to place cookies on a userbés browse

'b) WEB BUGS

Webbugsar e embedded i n a web p aesignedtoandblemonitcoond ef whoésnd ar e
reading the page. Web bugs are typically a small graphic embedded in the page, usually an invisible 1-

by-1 pixel, and are also called fAweb beacons, 06 dAcl ear Gl
tracking bugs exist, such as using JavaScript code. Ad networks can use web bugs to aggregate

information to create a profile of what sites a person is visiting. The personal profile is identified by the

browser cookie of an ad network, allowing the network to track behavior across sites over time.

Information web bugs may transmit to a server include:

1 The IP address of the computer that fetched the web bug

1 The URL of the page where the web bug is located (which essentially reveals content)
1 The time the web bug was viewed

1 The type of browser that fetched the web bug image

1 A previously set cookie value

Blocking web bugs is difficult. One defense is to disable third-party cookies, thereby limiting the types of
information they can collect and associate with personally identifiable information. However, not all
browsers have this functionality. Furthermore, blocking third-party cookies does not remove the web bug



itself, since it is part of the web page and not the cookie. Removal of the cookie prevents the tracker from
identifying the individual user. However, it would still have the capability to track navigation data using IP
address as an identifier. In cases where a user maintains a static IP, that may be all that is necessary
match a profile to an individual user. A dynamic IP address can be linked once the user makes a
conversion by logging into or making a purchase on a website that shares such information with the
tracking network.

A user could install a plug-in that blocks all third-party content, including bugs. However, this solution
would also remove much desirable content, such as embedded media files. Additionally, newer tracking
methods, such as flash cookies are not easily controlled by the user but are increasingly used to store
user identification information.

B. USE

Website operators can use information about user behavior for various purposes. They can use the data
for the development and improvement of the website, making it easier to use. They can customize a site
to fit indivi duabmmersessitesan maka madetsrecommaéndatians based on
previous purchases or they can use the information to deliver targeted ads. Many of these uses benefit
the visitors to the site and are actively sought by consumers.

C. SHARING

Sometimes site operators will rent or sell personal and behavioral data about users to third parties. More
often, the operators will share the data with marketing partners or corporate affiliates and subsidiaries,
meaning that user behavior may be profiled not only by sites visited by a user, but also by any other
entities with whom those sites may choose to share this information.

However, sometimes it is unclear what a website means
Our analysis of privacy policies found that many stated they do not share data with third parties, but they

do share data with affiliates, suggesting that they only share data with companies under the same

corporate ownership. However, many of these websites also allow third parties to track user behavior

directly through the use of web bugs.In a conversation with one of the webs
claimed that they consider the advertising serving company DoubleClick to be a fimarketing partner,0and

not a third party.

D. AGGREGATORS

Just as these site operators can sell data about users, they can also purchase more data about them to
build better profiles, a process referred to as enhancement. Some companies, such as ChoicePoint,
base their entire business model on the aggregation and selling of personal information. These data
brokers acquire information from phone books, court documents, voter registries, and other public
records. Some data brokers have websites where much of this information can be found or purchased by
anyone. In our analysis of privacy policies, about a quarter of the websites expressly stated that they buy
information about users from third parties to supplement data collected directly from their users.



IV. CURRENT REGULATION

A. FEDERAL LEGISLATION

The United States follows a sectoral model for privacy regulation, where certain sectors or business

models of the economy are regulated. This leaves significant gaps between sectors. E-commerce is

largely governed by two lawsd the Ch i | d®néne Brivacy Protection Act of 1999 (15 U.S.C. § 65011

6506), and the growing Acommon | awd of privacy created b
actions. Self-regulation plays a major role in US privacy protections.

B. SELF-REGULATION

The Federal Trade Commission will enforce cases against companies that fail to deliver on privacy

promi ses, or that engage in practices that are so inju
does not act on individual complaints, nor has it issued rules for how companies should collect, process,

and disclose personal information. It does suggest that companies adhere to commonly-accepted

principles for handling personal information, known as Fair Information Practices.

1. FAIR INFORMATION PRACTICES (FIPS)

In an effort to directly address the issues of data collection, the FTC updated its list of Fair Information
Practice Principles in 2007 [FTC], and in February 2009, revised its principles for Online Behavioral
Advertising [FTC, 2009]. The FIPs are a set of guidelines for data collecting entities to make their
practices more protective of consumer privacy. The FIPs consist of five core principles: notice, choice,
access, security, and enforcement. The first four are meant to make consumers aware of data collection,
enable them to control what it is used for, let them see the data that has been collected, and ensure that
the data is correct and secure. Finally, the enforcement principle suggests that some method of
enforcement be used: either industry self-regulation or governmental regulation through private remedies
or civil/criminal sanctions.

Critics of the FIPs often point out their relative weakness when compared to rules in other regions, such
as the OECD (the Organization for Economic Co-operation and Development) set of FIPs, or even in
other US agencies, such as the Department of Homeland Security [Gellman, 2008].

FIPs are intended to create rights for users and responsibilities for data collectors. However, since they

are not formally codified, internet companies have a disincentive to restrict their data collection practices.

Anal ysis of their usersé6é behavior and preferences can
and therefore gain an advantage over competitors. Selling customer profiles to direct marketers is also a

valuable source of revenue. If users feel that their privacy has been invaded by data collection they have

little recourse, as self-regulation creates an imbalance of power between users and site operators.

2. TRUST SEALS

One method of self regulation is the use of trust seals, such as those offered by TRUSTe or BBBOnline.
These organizations advise data collecting companies on ways to improve their practices. Once a set of
standards are met, the websites are allowed to display an icon signifying their compliance, thus creating a
sense of trust and security on the part of the users. It was hoped that this method of self regulation would
create a market for privacy protection.

10



Unfortunately, the seal programs have not gained wide adoption.* While the goals of certification

authorities are admirable, critics have pointed out that they often have not achieved their desired effect

[Walenta, 2005]. This happens because many popular websites have insufficient incentives to participate

in the programs because users are already comfortable using their sites. Meanwhile, many websites that

have very poor privacy protections, or even deliberately exploitative practices, are eager to get the seal to

gain more users [Edelman, 2006]. Indeed, as security expert Ross Anderson stated,icer t i fi cati on
markets can easily be ruined by a race to the bottom; dubious companies are more likely to buy

certificates than reputable ones, and even ordinary companies may shop around for the easiest deal 0
[Anderson, et al., 2008].

/3. PRIVACY POLICIES

In 2003, California enacted the Online Privacy Protection Act, which requires website owners to
conspicuously post a statement of their policies regarding the collection and sharing of personal
information [California State Legislature]. The goal of this legislation was to create some transparency in
data collection practices and to help users make informed decisions. However, the legislation does not
regulatet he s ub st an c practicés; theg dnlyg neé¢ddosdidclose those practices.

Like the trust seal programs, the requirement of privacy policies was an attempt to create a marketplace
for privacy. By creating transparency, it was hoped that users could make informed decisions about
which sites they use based on the s i t daté llection practices. However, most users do not even read
privacy policies [TRUSTe, 2006], and therefore little change has been made in data collection practices.

There are several reasons that privacy policies are ineffective:

1 Privacy policies are difficult to read. Most privacy policies are written in legal jargon that is
difficult for an average person to understand [Anton, 2007]. Because they cannot understand the
policies, most users do not even bother to read them.

1 Framing: privacy policies lead consumers to believe that their privacy is protected. In fact,
a2008study found that Athey do not read privacy pol:
have to; to consumers, the mere presence of a privacy policy implies some level of often false
privacy protectiond[Hoofnagle, et al., 2008].

1 Evenif they could understand them, the amount of time required to read privacy policies is
too great. A 2008 study estimated that if users actually read privacy policies, it would take
approximately 200 hours a year to read the policy for every unique website visited in a year, not
to mention updated policies for sites visited on a repeating basis [McDonald, et al., 2008].

1 Evenif they could understand and had the time to read policies, there is not enough market
differentiation for users to make informed choices. A 2006 analysis of trends in privacy
policies found that a strong majority of websites collect both computer and click stream data, as
well as contact and uniquely identifying information. It also found that popular websites are more
likely than randomly selected sites to collect more types of data [Cranor, et al., 2007].
Furthermore, many website policies are vague about what information they collect and how it is

" In our own suvey of privacy policies, only 80 the 100 mostvisited websites displayed a TRUSTBBBONIine
seal

11



used.” Because they are all equally poor, users have no viable alternatives. This is a market
failure.

1 Finally, even if there was market differentiation, it is not clear that users would protect
themselves. The potential dangers are not salient to most users. And even when they are
salient, they are difficult to evaluate against the benefits of using a particular website. Thus,
most users rely on heuristics and suffer from cognitive biases, such as anchoring,
hyperbolic discounting and valence effect [Acquisti, 2004; Acquisti, et al., 2006, 2007; Nehf,
2007].

Ultimately, the privacy policy solution suffers from the same problems of misaligned incentives as the trust
seal programs. There is an incentive for websites to collect and share data about their users. This
incentive should be balanced by the market and consumer choice, but users are unable to make informed
decisions.

4. P3P
The Pla‘ltform for Privacy Preferences (P3P) is an attempt to make the use of privacy policies easier for
consumers by encoding policies into a standard machine-readable format. [World Wide Web Consortium,
2007] P3P-enabled search engines, such as www.privacyfinder.org, have been built that filter out search
results based on the privacy preferences of the user. Browser plug-ins that enable users to set their
privacy preferences have also been developed. These plug-ins read the P3P files of visited sites and
indicate whether or not it meets the user& preset criteria.

Although P3P was created to make privacy choices easier for users, some critics claim that the
technology is too difficult for most users [EPIC, 2000]. To date, the adoption rate of P3P has been fairly
low. Our analysis of the top 100 websites for this project revealed that only 27 of them provided a P3P
policy, and only a subset of those were valid according to the P3P standard.

|5. FTC SELF-REGULATORY PRINCIPLES FOR ONLINE BEHAVIORAL
| ADVERTISING

In February 2009 the FTC released a report outlining a set of self-regulatory guidelines specifically for
online behavioral advertising [FTC 2009]. Though similar to the original FIPs, the online behavioral
advertising principles emphasize the FIPs facets differently. The FIPs Notice/Awareness principle has
been combined with the FIPs Choice/Consent and FIPs Access/Participation principles to create a new
principle of Transparency/Control. One component of Notice/Awareness was separated and highlighted
on its own: notice of change to privacy practices. Consent for sensitive data (such as health information)
was also given its own emphasis. The security principle also remains with an additional request for
limited retention. Notably absent from the new set of principles is enforcement, or accountability.

Fair Information Practices Behavioral Advertising Principles

1. Notice / Awareness
2. Choice / Consent 2. Security / Limited Retention
3. Access / Participation B . 3. Notice of Change to Privacy Practices
4. Security St “*~x| 4. consent for Sensitive Data
5. Enforcement

1. Transparency

" Results from our research confirm the homogeneity of website practices: 72% allowpétsdtracking and 88%
share data with affiliates.
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http://www.privacyfinder.org/

V. METHODS

A. USER EXPECTATIONS/KNOWLEDGE

To determine usersod6 expectations of privacy we examine
popular media.

1. SURVEYS

We aggregated various surveys of users conducted by academic researchers, corporate researchers,
and public opinion polling companies. These organizations include:

1 The Annenberg Public Policy Center at the University of Pennsylvania
The Samuelson Law, Technology & Public Policy Clinic at UC Berkeley
The PEW Internet & American Life Project

The Harris Poll

Consumer Reports National Research Center

TRUSTe

= =4 =4 4 -4

2. COMPLAINTS

To determine what types of practices are invasive enough to compel users to complain we requested
data from several o ut$: theeRederalfTrade Camsnissios (TCY, therivaey iRights
Clearinghouse (PRC), the California Office of Privacy Protection (COPP), and TRUSTe. All four
organizations gave us quantitative data for complaints made in the five year period between 2004 and
2008, inclusive.

TRUSTe gave us aggregate information such as number of complaints per year, by type. The FTC, PRC,
and COPP gave us data for individual complaints, such as date, company, and type of complaint. In
addition to these full data sets, we also received random samples from the FTC and PRC that also
included the free text fields in which the users explain why they are complaining. The FTC and PRC
removed any personally identifiable information before disclosure.

‘a) FTC DATA

The FTC receives complaints for various consumer issues, such as false advertising, unfair practices, and
fraud. It has the authority to enforce regulations concerning these issues from section 5 of the FTC Act
(15 U.S.C. 88 41-58, as amended). Its authority is extended through other statutes such as the CAN-
SPAM Act (15 U.S.C. 7701, et seq.) or the Fair Credit Reporting Act (15 U.S.C. § 1681 et seq.).
Consumer complaints filed at the FTC are categorized with codes relating to the various statutes it
enforces. See Appendix A for the list of all statute codes.

We made a request to the FTC under the Freedom of Information Act (FOIA) for all complaints filed in the
General Privacy (GP), Gramm-Leach-Bliley (GLB), and CAN-SPAM (CS) statute codes for the five year
period between 2004 and 2008, inclusive. This query returned 51,532 records.

In addition to the statute code, each complaint is also tagged with a statute violation code. See the table
below for the list of violation codes under each of the three statutes we looked at, along with the number

13



of complaints filed in each of them (note that there are no GP1, GP2, or GP3 violation codes in the list, as
they are no longer used). The FTC data is not organized hierarchically, so records that have been
categorized in the General Privacy category may have a violation code from one of the GLB violations,
such as GLB2. The records may also be double coded with multiple statutes or violations.

Violation Code Violation Description

GLB1 Company does not provide any opportunity for consumer to opt out of information sharing
GLB2 Company fails to honor request to opt out/ opt-out mechanism does not work
GLB3 Company is violating its privacy policy

GLB4 Privacy policy is misleading, unclear, or difficult to understand

GLB8 Other GLB violation

GP4 Company does not have adequate security

GP5 Other Privacy Violation

Cs1 SPAM: "Remove Me" is missing, broken, or ignored

CS2 SPAM: Spam shows pornographic image

CS3 SPAM: Spam led to suspect information collection practices

Cs4 Subject or From line is false or misleading

CS5 SPAM: Spammer misuses computer resources

CS6 SPAM: Other\general annoyance

Figure 1 Selected FTC complaint violation codes

To get a better understanding of the user complaints we sent more FOIA requests for the free text fields
of a sample of complaints within the GP5 violation code. One request sought the free text for a random
sample of 200 complaints marked with the GP5 violation code in which the website complained about
was in the top 10 of our list of most visited websites.”

Our analysis of the quantitative data revealed a significant number of complaints about data brokers and
websites that serve as portals to them, such as ZabaSearch. Therefore, we also requested free text
fields for a random sample of 200 complaints with the GP5 violation code in which the company
complained about was one of the following: ZabaSearch.com, intelius.com, whitepages.com,
addresses.com, or anywho.com.

All personally identifiable information was stripped from these records before disclosure.

'b) PRC DATA

The PRC also categorizes the complaints it receives from users. They have 40 different categories, such
as Collection Agencies, Genetics, and Wiretapping. We requested the records of all complaints made
within the same five year period, from 2004-2008, in the two categories most pertinent to our research:
Cyberspace and Database/Info Broker. We received 2202 records from this request. These records did
not include any fields containing information about the user.

We also requested the free text fields for a sample of complaints from the PRC within the same two
categories. We received 250 records. These free text fields were stripped of all personally identifiable
information before disclosure.

" See section V. Method$. Website Praites for a description of our determination of the top 10 websites
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c) CODING

We categorized the free text complaints using a set of tags that matched the concern of the user as well
as the type of data involved and the type of company. We ran through a pilot set of the complaints with a
limited set of tags, discussed our findings, and then developed a revised set of tags that better captured
the types of data involved and the concerns of the users (these ftoncernd ¢ a t tagg inalugted user
control, public display of personal data, data aggregation, potential for physical harm, security, fraud,
third-party sharing, identity theft, and excessive information requested for a given transaction). A detailed
list of these tags is in Appendix B. The revised set of tags was then applied to all the complaints. Two
people did the coding, with 10% overlap. Within this overlap, we had an average agreement of 92%
across all the tags, which is evidence of a high degree of inter-coder reliability.

3. NEWS STORIES

To get a sense of what users are made aware of we looked at media discourse. We sampled news

stories containing the words fiinterneto and fAprivacyo
Our sample was pulled from three major newspapers: The New York Times, The Washington Post, and

the San Jose Mercury News. We chose these papers because the Times has a very wide general

distribution, the Post is located in the major policy hub of the country, and the Mercury-News is located in

the major Internet and technology hub of the country.

We created a set of coding tags and had an undergraduate assistant code the sampled news stories.
After her initial coding of the 2008 sample, we reviewed her work, revised the codes, recoded and had
her code a sample from 2007.

As we found various topics of interest in the other data sets we conducted deeper searches in
Lexis/Nexis to find the volume of occurrence each topic garnered in hews sources.

B. WEBSITE PRACTICES

To get an understanding of the other side of the data collection interaction, we analyzed the privacy

policies of the most visited websites. We also looked at the prevalence of web bugs on these sites and

tried to determine with how many potenti al faffiliates
the most visited websites is based on the top 100" US website list published by web traffic monitor

Quantcast (as of March 1, 2009). Quantcast's list is based on their direct measurement and estimation of

unique U.S. website visitors per month to the listed sites [Quantcast 2008].

1. PRIVACY POLICIES

To analyze the privacy policies, we created another set of coding tags, or facets. Each policy received an

evaluative code of YES, NO, or UNCLEAR for each category. YES and NO codes were only assigned if

the distinction couldclearlybe made based on the wording of the sitebs
given if the given information was not specified or was to too nuanced or vague to be determined. See

Appendix C for detailed definitions of our coding facets.

" Throughout this paper when we refer to the "top 100," "top 50," or "top 10" websites, it will refer to this ranking
prepared by Quantcast as of March 2009, unless specifically statedwotie.
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Finding that understanding a privacy policy is sometimes a matter of interpretation, we sent copies of our
analysis to each website operator, explaining our research project and requesting verification or
corrections. To date, we have received responses from seven companies, representing twelve websites
from our list.

2. WEB BUGS

Our investigation of web bugs was based on data from Ghostery, which is an add-on for the Firefox web

browser. The data was generously provided by David Cancel, creator of the software and co-founder of

Compete, Inc. Ghostery identifies and informs the user of hidden web bugs on the pages a user visits.

The software has an optional 060Ghost Rankd6 feature that
on each site visited to a central database operated by Ghostery.

Mr. Cancel provided us with data from GhostRank so that we could determine how many web bugs have
been identified on each of the top 100 websites as well as how many of those sites each tracking
company is present on. The data provided to us was for the entire month of March, 2009. During the
month of our analysis there were approximately 300,000 users. Of those who downloaded the software,
approximately 10-15% (30,000-45,000 users) participated in the GhostRank reporting feature. During the
month of March these users reported on 393,829 unique domains.

While data from this source cannot comprehensively cover the entire Internet, the potential for a self-
selection bias is mitigated by the large sample size and large set of unique domains reported.
Furthermore, we primarily sought to examine the use of web beacons on the top 100 sites, and since this
data set did cover each of those sites, it was well-suited for our purposes.

The GhostRank data does not include every unique domain the users visited, only those which have web
bugs on them that triggered the Ghostery plug-in. The Ghostery plug-in identifies web bugs by matching
certain lines of code in the HTML. For alist of the signatures included in the Ghostery source code, see
http://code.google.com/p/ghostery/source/browse/trunk/firefox/ghostery-
statusbar/ghostery/chrome/content/db.js?r=112.

3. AFFILIATE INVESTIGATION

Most websites state or imply in their privacy policies that they share data with affiliates. However, they do
not specify who these affiliates are. We sent messages to each of the top 50 websites and asked for this
information. Expecting that most of them would not respond with this information, we also searched for
affiliate information in the Mergent Online database to discover parent companies and all the subsidiaries
listed under that parent. Based on these lists we got a general sense of the potential number of affiliates
each company could share data with according to their policies. This data could only be found for
publicly-traded companies. Privately-controlled companies do not have to disclose this kind of corporate
information.
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VI. FINDINGS

A. USER EXPECTATIONS/KNOWLEDGE

|l. PREVIOUS SURVEY DATA

There is overwhelming evidence from various surveys to show that users are concerned about the
collection of data by websites. These surveys also show that users desire control of who can collect or
see data about them and for what purposes. However, despite these concerns and desires, the studies
also show that users are often ignorant of how data collection works, whether it is within the scope of the
law, and how to stop it.

a) USERS CONCERNED WITH COLLECTION AND PROFILING

Each of the studies we looked at showed overwhelming concern by users about the collection of personal

i nformation and behavior al profiling. A Consumer Repo
theironinebehavi ors were being tracked and profiled by comp
with third parties collecting information about their
A Harris Poll found that fia siblewhenwdbsgteslikm&gogla, i ty (59 %)
Yahoo! and Microsoft (MSN) wuse information about a per
content based on a personds hobbies or interestso [ Har

a TRUSTesurvey, whi ch found that #A57 percent of respondents
advertisers using their browsing history to serve relevant ads, even when that information cannot be tied
to their names or any other personal informationod [ TRU

Surveys from academic research also show high levels of concern. Papers from the Annenberg Public

Policy Center suggest an increase in concern: in 2003,
with the statement that, o6liamonmavbaoas about webébdtasnd
same response was reported by 79% of respondentsodo [ Tur

The Pew I nternet and American Life Project asked part.i
company did track the pages you went to while online, do you think that would be...helpful because the

company can provide you with information that matches your interests or harmful because it invades your
privacy?06 This question is interesti ngMhenaskedtor acki ng co
choose between the two words the majority of users said tracking was harmful, though a few insisted it

was either both or neither: 27% Helpful, 54% Harmful, 11% Both (vol.), 4% Neither (vol.), 4% Don't

know/Refused [Pew, 2000].

b) USERS DESIRE CONTROL OVER USE OF PERSONAL INFORMATION

These surveys also show that users wish to have greater control over how their information is collected

and for what purposes it may be used. The Pew Internet & American Life Project asked survey

participants aboutt he i mport ance of FfAcontrolling who has access
responded that it was very important and 9% said it was somewhat important [Pew, 2006].
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The Consumer Reports poll found that @98shquldavwagsnt of AmM
ask for permission before using personal i nformation, 0O
companies track their online behavioro [Consumers Unio

TRUSTe reported that 68. 4% of sur vewethatdbloghksoadsdent s A woul
f

content and tracking code that doesndét originate rom
c) USERS LACK KNOWLEDGE ABOUT DATA COLLECTION

Despite concerns about data collection and profiling, the surveys reveal a large level of ignorance on the

part of wusers about how data is collected. The Consum

what they do online is private and not shared without

companies must identify themselves and indicate why they are collecting data and whether they intend to

share it with other organizationso [Consumers Union, 2

In 2003, the Annenberg surveys found that 57% of the survey participants agreed with the false statement

Aiwhen a wsalprivacy policyh lknow that the site will not share my information with other

websites or companies. 0 Two years | ater 59% said the

|2. COMPLAINTS

a) QUANTITATIVE DATA

i) USERS CONCERNED ABOUT OPT-OUT CONTROLS

The FTC data contains several statute violation categories within the General Privacy (GP) and Gramm-

Leach-Bliley (GLB) statute codes. Since the FTC data is not hierarchical, violations of the Gramm-Leach-

Bliley Act may be coded in either the GP or GLB categories. Thus a record may have a GP statute code,

but a GLB1 violation code. The only GLB violation code that does not appear in GP is the GLB8 i

iOt hero code. See the table below for the quantity of
filed under the General Privacy statute code.

Violation Violation Description Number_ of
Code Complaints
GLB1 Company does not provide any opportunity for consumer to opt out of 1230
information sharing

GLB2 Company fails to honor request to opt out/ opt-out mechanism does not work 1678
GLB3 Company is violating its privacy policy 534
GLB4 Privacy policy is misleading, unclear, or difficult to understand 84
GP4 Company does not have adequate security 555
GP5 Other Privacy Violation 3265

Figure 2 FTC complaints categorized under General Privacy Statute Code, 2004-2008

The largest group wasthe GP5-fiot her 6 vi ol ati on code, for which we re
conducted qualitative analysis (see qualitative data section below). However, the table above shows that,

combined, the two categories concerned with opt-out (GLB1 and GLB2) make up a significant portion of

the General Privacy complaints. 39% of the total privacy complaints were tagged with one of these

codes. The qualitative analysis of GP5 revealed a large portion of the complaints were concerned with

control. Thus, users seem to be most concerned with their ability to control the collection and use of

information about them.
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i) CONCERN ABOUT ZABASEARCH AND DATA BROKERS

From the FTC, PRC, and COPP data sets, we found a similar occurrence. A significant portion of the
complaints are about data brokers and online sites that act as portals to brokers, such as ZabaSearch,
Intelius, or WhitePages. Complaints about ZabaSearch were the most common within all three data sets.
ZabaSearch made up 8% of the FTC GP5 complaints, 9% of the PRC complaints, and 18% of the COPP
complaints. By comparison, in the FTC GP5 data set, the next three companies were Intelius (2.3%), US
Search (1.6%), and Google (1.1%), followed by a long tail of companies that each made up less than 1%

of the total.
2005 2006 2007 2008

An analysis of the complaints about ZabaSearch
revealed two distinctive spikes in the numbers of
complaints during the five-year period (see
chart), one in mid 2005 and another in mid
2006. A conversation with the president and co-
founder of ZabaSearch, Robert Zakari, revealed
that the first spike coincided with a critical article
in the San Francisco Chronicle, by David
Lazarus [Lazarus, 2005a]. The Privacy Rights
Clearinghouse quickly picked up the story and
discussed the company in its May 2005
newsletter [PRC, 2005]. A follow-up article
[Lazarus, 2005b] in August by the same author
at the Chronicle explicitly mentioned the PRC,
whose website states that complaints about brivacy Rights RIS
ZabaSearch are among their most common
complaints and which directs users to complain
to the FTC.

Federal Trade Commission

Zakari also pointed out that the 2006 spike
coincided with ZabaSearch removing their opt-
out policy from the website. Additionally, in July

2006, the PRC's monthly newsletter again California Office of Privacy Protection
featured ZabaSearch and specifically directed
readers to complain to the FTC. We believe these Figure 3 Complaints about ZabaSearch, 2005-2008

spikes illustrate that when a specific instance of the public display of a consumer's personal information is
made known to them, and they are provided with specific instructions regarding to whom to complain,
consumers are concerned and will voice those concerns to advocacy organizations and regulators.

i)  USERS CONCERNED WITH UNAUTHORIZED USE OF
PERSONAL INFORMATION

The data from TRUSTe is different from the other three organizations. This is expected as TRUSTe
serves a different purpose and only takes complaints about its member websites. Two of the three
largest categories, in terms of volume of complaints over the past five years, were related to spam.
However, the fastest growing complaint category was about the unauthorized creation of profiles with
information about the user already filled in. Complaints in this category increased by 193% from 2007 to
2008.
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2004 2005 2006 2007 2008 | Total
Total complaints 3864 7451 7645 6175 6537 | 31672
Privacy-related 1316 1177 970 1428 2150 | 7041
Unauth profile with my information 102 51 206 603 962
Email: sent without permission 326 29 119 302 464 | 1240
Shared personal info 251 100 70 277 423 | 1121
Email: unable to unsubscribe 382 408 396 298 288 | 1772
Unable to close account 256 486 261 256 282 | 1541
Unable to contact licensee 20 12 33 78 88 231

Figure 4 TRUSTe Complaint Data, 2004-2008

b) QUALITATIVE DATA

i) USERS CONCERNED WITH LACK OF CONTROL AND PUBLIC
DISPLAY OF DATA

In our analysis of the free text complaints from the FTC and PRC we found that by far the most common
categories of concern involved the public display of personal information and the lack of user control (see
the chart below). Fewer than 10% of the complaints had concerns about physical harms that could arise
from the distribution of personal information, such as from stalkers. Nearly as many had concerns about
the aggregation of data by companies the user had no relationship with, as well as marketing (spam), and
security.

FTC Top 10 Sites FTC Zabasearch PRC Cyberspace

user control
public display
physical harm
aggregation
marketing
security

fraud

data sharing
ID theft
excessive info

L L I L L 5 L L 1 L 1 1 1
0 0 20 30 40 50 60 70 BO 0 20 40 60 80 100 0 30 60 90 120 150

Number of Complaints by Source

Figure 5 Free text complaints coding, 2004-2008, from three samples:
1) Random sample of complaints made to FTC about websites in the top 10

2) Random sample of complaints made to FTC about data broker websites/portals
3) Random sample of complaints made to PRC about any website

20



C) PROBLEMS WITH THE FTC DATA

The process of acquiring a data set of user complaints regarding Internet privacy from the FTC proved
challenging.

i) CATEGORIES UNKNOWN

The FTC accepts two types of complaints submissions: those provided by phone, and those provided by
web form. Using the web form submission interface we tried to estimate the category most closely
encompassing complaints which might be related to web privacy and made a FOIA request for complaints
categorized as fAinvasion of privacy. o

After an initial review of this first data set, we found that the user interface categories may not directly
map to corresponding database fields, and that a valid data request should be made using the database
categories instead. From the datasets we received, we determined that eachrecordc ont ai ned a OPr oc

Service Coded6, O6Statue Coded, and O6Violation Codebd. T
we submitted another FOIA request for a detailed list of the database categories. From this category

index we were able to determine t hat the highest | evel category was OP
contained 0Statute Codesd, which in turn contained 0Vi

type of industry involved in the complaint, Statutes describe the general domain of the complaint, and
Violations describe the specific complaint concern.

i) DATA IS NEITHER HIERARCHICAL NOR STABLE

However these categories are not structured hierarchically. Each category may be queried

independently, thus while Violation Codes fall within Statute Codes, a specific Violation Code may be

common to several Statute Codes, and likewise Statute Codes to Product Service Codes. For the

datasets we received, for example, the complaints were marked with a Violation Codefor6 ot her pri vacy
violation ( G P 5a)Statute Codefor6 Gener all P,6andvoaemiya hdn@ut of Internet-related

Product Service Codes (such as o6l nternet Access Servic
Each record may be coded in multiple categories, which makes cross category comparisons difficult.

We also discovered that the data fields change. Sometimes a category is dropped from the data
structure and merged with another. Hence, there are no longer any GP1, GP2, or GP3 Violation Codes;
they were rolled into the GLB1 and GLB2 Codes. This makes longitudinal studies difficult.

Based on our research, we were able to create a dynami
the ManyEyes software. You can view the interactive map here:
http://manyeyes.alphaworks.ibm.com/manyeyes/visualizations/ftc2. Take note that the sizes of the boxes

in this visualization do not represent the quantity of complaints filed. Each color coded box represents a

statute code. The medium sized boxes inside the Statute Codes represent the various Violation Codes

that are paired with that statute. Inside each Violation Code box are numerous Product Service Codes

(the small boxes in white outlines) that are found together with that violation. Thus the sizes of the

Statute Code boxes are determined by the number of product service codes related to it.
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TELEMARKETING SALES RULE GENERAL PRIVACY [COUNTRY OF ORIGIN | TRUTH-IN-LENDIN... RULE / OTHER FAIR CREDIT R..,
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=
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IDENTIL..

Figure 6 FTC categories. Statute Code->Violation Code->Product Service Code

i)  USER INTERFACE COULD INTRODUCE BIAS

I n order to get to the Aother privacyo category which
drop-down menus. An uninformed user could follow an incorrect path through the menu system and file a

complaint in the wrong category. For instance, the first menu asks the user if the complaint is concerned

with identity theft. In our analysis of the free text complaints we found that many users who are

concerned about services like ZabaSearch are often worried they could be victims of identity theft. If they

went to the FTCbs complaint form they may just click o
may not be what the actual situation is about. For screenshots of the path towards complaints about

Internet privacy, see Appendix D. From 2004-2008, the FTC received 1,315,179 complaints in the

category for ID Theft, as opposed to 6,713 for General Privacy and 42,765 for CAN-SPAM.” While much

of this could be due to the proliferation of these typ
the ldentity Theft domain, there could also be bias introduced simply on account of the method in which

these complaints are submitted. We hope to conduct future research into the free text complaints in the

ID Theft category to determine if those complaints are correctly categorized.

3. NEWS STORIES

Our analysis of news stories for the past two years found a fairly even distribution of coverage for most of
the topics covered in this report. Slightly more coverage was given to topics related to behavioral
profiling.

The one category our textual analysis found significantly lacking was the issue of websites sharing data
with affiliates. To verify this deficiency, we ran another specific query for this topic. For the same three
news sources for the five year span from 2004 to 2008, we sear ched for all articles

*

These numbers were tallied from FTC Public Affairs announcements, not from our requested data sets. See the following URLs::
http://www.ftc.gov/opa/2009/02/2008cmpts.shtm; http://www.ftc.gov/opa/2008/02/fraud.shtm;
http://www?2.ftc.gov/opa/2007/02/topcomplaints.shtm; http://www.ftc.gov/opa/2006/01/topten.shtm;
http://www.ftc.gov/opa/2005/02/top102005.shtm
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and oOprivacyd in the same pvaoragr aph btsh ati aal*Ho oao mtad ifn d
the article. Of the same 1,778 6internet privacyd sto
positives as well. After we culled all the irrelevant uses of the words, we found only 9 valid hits that

mentioned websites sharing data with affiliates. Thus, we found that although these three newspapers

mention data sharing, they miss an important element of which users may not be aware.

behavioral profiling

user control

data retention

third party sharing

public display of personal info

web beacons

affiliates

1 1 1 1 ]

0 5 0 15 20 25 30 35 40

Figure 7 News story coding, 2007-2008, from random sample of 20 stories per year, from three major
newspapers: New York Times, Washington Post, San Jose Mercury News

The codes we used for categorizing news stories bundled all both first- and third-party tracking
technologies together. To get a better understanding of how much exposure third-party tracking was
receiving we did a specific query among the same three newspapers for the date range of January 1,

2004 through December 31, 2008, for all/l articles that
paragr aph and also contained the terms O6bugd or O6beacont
few dozen hits, though most were false positives for topicssuchass of t war e gl itches or Fac
Beacon initiative. Once these were culled from the list, we found only six valid hits among 1,778 total

6internet privacyod stories. Thus, while issues of tra

papers, little was said about the actual technology that enables it.

B. COMPANY POLICIES

| 1. POLICY ANALYSIS

We analyzed the privacy policies of the top 50 most visited websites (according to Quantcast as of March
1, 2009).

‘a) DATA TYPES

From the website privacy policies we see that the top 50 websites collect a significant amount of
information about users. All 50 collect computer information such as IP address or type of operating
system. This is expected, as this type of information is automatically collected by most server logs and
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useful in investigating security breaches or attacks. However, 49 of the top 50 also collect some form of
contact information, such as name, address, or phone number (the only exception is Wikipedia, for whom
contact information is optional for site registration T users can make edits pseudo-anonymously using
only an IP address as an identifier). The majority of the top 50 websites also collect demographic,
financial and interactive (click stream) data. Only a few affirmatively stated that they collect content
information (such as communications, media files, etc.), though none of them affirmatively stated that
they did not. Most of the policies were unclear about it, or simply did not mention it.

Figure 8 Privacy Policy Coding, for top 50 most visited websites

'b) SHARING

Websites make distinctions between sharing with affiliates, contractors, and third parties. Of the top 50
sites, 29 stated that they do NOT share user data with unrelated third parties. However, 45 affirmatively
state that they share data with affiliates, and 36 affirmatively state that they allow third-party tracking. The
average consumer might assume an affiliate or tracker to be a third party, but given the actual usage of
these terms in privacy policies, that assumption would be mistaken.

Of the top 50 sites, 43 state affirmatively that they share data with third-party contractors, including all 29
of the sites who state that they do not share with unrelated parties. Although consumers may consider
these entities to be third parties as well, this form of sharing may not be as problematic. Most of these
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